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Abstract

Cybercrime could be described as criminal activities carried out using a com-
puter, network, or any other known digital device. Some of these activities
include unethical hacking, phishing, identity theft, ransomware, malware at-
tacks, and software piracy, among many others. This heinous crime has been
on a geometric rise in recent times in developing countries. This study ex-
plores cybercrimes in developing countries, various forms, negative effects,
and the panacea to the ugly menace. In order to achieve this, an empirical
study was carried out using a questionnaire from Google Form. Seventy in-
dividuals from different works of life in different States in Nigeria responded
actively to the survey. Thus, it was easy to represent their feedback using
some popular statistical tools like pie chart, a simple bar chart and percent-
ages. This research work shows that indeed, cybercrime has eaten deep into
the fabrics of developing countries and needs to be checkmated. This study
will educate the populace in developing countries about the various negative
effects and the solution to the impact of this illicit digital crime. It also ex-
posed the flaws of individuals, private and public sectors, in compliance with
standard cybersecurity measures. Above all, it was discovered that cyberse-
curity awareness in developing countries is actually below standard; hence,
there is a need to intensify the process to curb or probably ameliorate the neg-
ative effects of cybercrimes in developing countries.
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1. Introduction

In the current world setting, where systems and businesses are interconnected
thereby making it a global village, and technological innovations are advancing at
an enormous rate, the threat of cybercrime has a corresponding increase alarm-
ingly and poses a serious challenge for governments, businesses, and citizens alike.
The range and complexity of attacks have grown exponentially in recent years, with
criminals exploiting new methods of infiltration in order to access confidential
data and sensitive information [1].

As this trend continues unchecked, the security risks for all organizations, both
public and private sectors, are greatly increased, at an immeasurable cost to the global
economy.

An article published by the World Economic Forum’s Centre for Cybersecurity
stated that “nearly half of businesses are being hit by economic crime, with cyber-
crime the gravest threat” [2].

Africa has been among the fastest growing regions in terms of cybercrime ac-
tivities. The continent is also a source of significant cyber-attacks targeting the rest
of the world. However, a number of measures have been taken to address cyber-
threats and improve cyber-security in the continent. Many countries in the conti-
nent have developed legislation to fight cyber-threats. They have also strength-
ened enforcement measures. Efforts have also been undertaken by the private sec-
tor to strengthen cyber-security [3]. Note also that cybercrime is a growing con-
cern in West Africa due to the increasing use of technology and internet penetra-
tion in the region. West African countries face significant cybercrime challenges,
exacerbated by inadequate resources and a dearth of security experts [4]. Cyber-
crime is popularly referred to as Yahoo Yahoo, Yahoo plus or in Igbo local parlance
as oke-iteh in Nigeria [5]. Cybercrime, could be seen as a crime committed with
phones and/or a computer through a communication device or a transmission me-
dium referred to as the “cyberspace” and a global network called the “internet” [6].
Thus, cybercrime has been complex and the costs have been going up since cor-
porations, governments, individuals, or people all over the world started using com-
puters to do business. [7] Opined that any criminal offense committed using the
internet or another computer network as a component of the crime is adjudged
to be cybercrime. [8] argued that cyber-crimes constitute offenses done against
individuals or groups of individuals with a criminal motive to intentionally harm
the reputation of the victim or cause physical or mental harm to the victim directly
or using indirect modern communication networks such as the internet and mo-
bile devices/phones, such crimes may threaten the nation’s security and financial
health. Cybercrime is now committed by people of all ages, from young to old, but
most often by undergraduates [9]. As we advance toward the 21st century, it can
be observed that the technological innovations have laid the way for the entire
population to use computer technology to gather and organize large amounts of
information. While computer technology has opened doors to enhanced conven-

iences for mankind, this same technology has also opened new doors for criminals
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This study conducted a systematic literature review focusing on prevalence of
cybercrime, governing policies, regulations, and methodologies for combating cy-
bercrime in developing countries. It pinpoints potential cybercrime prevention
strategies. Our findings highlight the urgency for policymakers and law enforce-

ment agencies to devise more efficient prevention strategies and policies.

2. Motivation for the Study

Security threats have a gigantic menace bedeviling Developing Countries over the
years. With innovations in technology and the internet, most businesses, govern-
ment and individuals have embraced the current trend. But such innovations are
not devoid of serious threats. Cybercrime is a major threat to both public and private
sectors. Financial institutions have spent whooping sum of money to fight this
trend. Businesses and lives have been lost, identities stolen, reputations damaged
and so on, due to this ugly menace. The government is not left behind in being
targeted by cybercriminals. Security documents are targeted and cyber espionage
is used to steal vital information to either threaten the State, demand for ransom,
or to cripple the State. Also, cybercrime is used to commit acts of terrorism. This
makes the government spend heavily in order to manage this menace and to guard
information that would be deadly in the wrong hands. As a result of the above, this
research investigates cybercrime in developing countries, its negative effects, and

the panacea for ending or reducing its impact.

3. Review of Related Literature

In recent years, there has been a significant increase worldwide in the number of
incidents related to cybercrime, and West Africa is no exception [10]. According
to various reports and analyses, West African countries have experienced a surge
in cybercrime activities, with major incidents including phishing scams, ransom-
ware attacks, financial fraud, identity theft, and online scams. These criminal ac-
tivities have impacted both individuals and businesses and local, regional, and in-
ternational economies within the sub-region, leading to a significant decrease in
trust and confidence in online transactions and financial activities [3] [11]. Com-
puter security experts have found that a significant amount of cybercrime origi-
nates in Africa, and this poses a severe threat due to the inadequate protection of
computer systems [12]. Unfortunately, poverty and underdevelopment are the
primary causes of the growth of cybercrime in the region, making it crucial to

have a coordinated approach to combat these threats.

4. Types of Cybercrime

From our research across different sources and authors, the following are the types
of cybercrime prevalent in developing countries: Phishing, Malware, Identity
theft, Cyberstalking, Hacking, Cyber-terrorism, phishing [13].

According to [14], phishing is a fraudulent practice in which an attacker imper-

sonates or masquerades as a reputable entity or person in an email or other form
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of communication. It also impersonates a legitimate company or individual to tick
users into revealing sensitive information [15]. Attackers commonly use phishing
emails to distribute malicious links or attachments that can extract login creden-
tials, account numbers and other personal information from victims. Malicious
software (malware) is any intrusive software developed by cybercriminals (often
called hackers) to steal data and damage or destroy computers and computer sys-
tems. Examples include viruses, worms, Trojan virus, spyware, adware, ransom-
ware, etc. [16] [17]. The intent of malware is to cause havoc and steal information
or resources for monetary gain or for sheer sabotage. This occurs when a criminal
gains access to a user’s personal information to steal funds, access confidential
information, or participate in tax or health insurance fund [18]. They can open a
phone/internet account with the stolen identity, use identity to plan criminal ac-
tivity, etc. This is when a cybercriminal uses email, direct messaging, or other elec-
tronic means to harass, scare, or threaten someone with physical harm [19]. This
is unauthorized access to a computer system or account, often to inflict further dam-
age on the target [15]. Cyberterrorism: This is the use of the internet to conduct
violent acts that result in, or threaten, the loss of life or significant bodily harm, in

order to achieve political or ideological gains through threat or intimidation [17].

5. Negative Effects of Cybercrime

The following are the negative effects of cybercrime:

(1) Reputational Damage

(2) Financial Loss

(3) Psychological Trauma

(4) Identity Theft

(5) Data Breach

Reputational Damage: This occurs when sensitive customer data is leaked or
stolen. This leads to loss of trust and negative publicity that could damage its
brand and reputation [18].

Financial Loss Cybersecurity breaches can result in various financial losses for
businesses. These include the cost of mitigating the breach, such as hiring experts
to investigate and repair the damage, notifying customers and settling legal claims.
It can also lead to loss of revenue from delayed or cancelled projects and reputational
damage if sensitive customer data are leaked, companies may also face hefty fine
from the government regulators if they fail to meet minimum security require-
ments. The company may even close in extreme cases [20].

Psychological Trauma: The emotional and psychological impact of cyberattack
on individuals can range from mild to severe and lead to symptoms of depression,
anxiety, panic attacks, posttraumatic stress, and even suicide. Individual victims
are left with scars from emotional trauma like a sense of violation, powerlessness,
anxiety, depression, and eating/sleeping disorder. Survivors of cyberattack can go on
to experience lingering feelings of guilt, shame and grief. They can also be left
feeling robbed and afraid of another attack [20].
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Identity Theft: This occurs when criminals steal a victim’s personal infor-
mation to commit criminal acts. Using this stolen information, a criminal takes over
the victim’s identity and conducts a range of fraudulent activities in their name. It
also occurs when a criminal gains access to a user’s personal information to steal
funds, access confidential information, or participate in tax or health insurance fund
[18]. They can open a phone/internet account with the stolen identity, use identity
to plan a criminal activity, etc.

Data Breach: This is any security incident in which unauthorized parties access
sensitive or confidential information, including personal data (bank account details,
healthcare data, and so on) and corporate data (customer records, intellectual prop-
erty, financial information, and so on) [21].

Other negative effects of cybercrime are: Loss of Life, Altered Business Practices,

Compromised Records, and System Crash

6. Causes of Cybercrime in Developing Countries

Increasing cyberattacks in the continent can be attributed to vulnerable systems
and lax cybersecurity practices. According to Business Software Alliance, two
countries with the world’s highest software piracy rates in 2017 were from Africa:
Libya and Zimbabwe. The proportions of unlicensed software in the two countries
were 90% and 89% respectively [3].

Since pirated software products cannot take advantage of updates from manu-
facturers, they accelerate the spread of malware. Cybersecurity is considered to be
as a luxury, not a necessity in many African economies. Its importance has not yet
been sufficiently appreciated or acknowledged in the continent.

Cybersecurity budgets in many organizations are reported to be less than 1%
and many organizations had a zero-budg et al located to cybersecurity [22]. Even
financial institutions, which face biggest cyber-threats, lack proper cybersecurity
practices. One study in 2009 showed that 60% of Kenyan banks had insecure sys-
tems. According to a 2011. Deloitte study, only 40% of banks in Kenya, Uganda
and Tanzania were prepared against cyber-threats (Karambu, 2011).

Another survey conducted among banks in Kenya, Rwanda, Uganda, Tanzania
and Zambia revealed that banks were at high risk from threats, such as hacking,
employees with poor sense of security, malicious insiders.

Another problem is related to the lack of skills among Internet users to protect
themselves from rapidly rising cyber-threats [23]. Just like in other developing coun-
tries, many African Internet users are inexperienced and not technically savvy. A
high proportion of them are getting computers and connecting to the Internet for
the first time. A majority of them also lack English language. This later point is
crucial due to the fact that most of the information, instructions, and other con-
tents for security products are available in English language only. Many African
Internet users cannot use cybersecurity products developed in English language.
The continent faces a severe shortage of cybersecurity manpower. It is estimated

that Africa will have a shortage of 100,000 cybersecurity personnel by 2020.5 Just
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like in the BRICS countries (Brazil, Russia, India, China, and South Africa) [23]. Af-
rican economies have faced economic and institutional barriers in developing cy-
bersecurity manpower. For instance, Cameroon which is among the countries
worst affected by cybercrime in Africa, was reported to be facing a dilemma to take
measures to address the problem. It was reported in 2016 that policy makers in the
country were in the process of launching cybersecurity skill development programs.
Policy makers, however, feared that after completing the training program, the
trainees could use the skills gained to commit cybercrimes [3].

A final reason concerns weak legislation and law enforcement [3]. Most African
economies are characterized by permissiveness of regulatory regimes that provide
a fertile ground for cybercrime activities. According to a November 2016 report
of the African Union Commission (AUC) and the cybersecurity firm Symantec,
out of the 54 countries of Africa, 30 lacked specific legal provisions to fight cyber-
crime and deal with electronic evidence. Law enforcement officials in some coun-
tries do not take major actions against hackers attacking international websites. For
instance, it was reported that government officials in Nigeria claimed that they were
ignorant of cybercrimes originating from the country and some labeled it as West-
ern propaganda. Some elected high-level State officials were also reportedly involved
in cybercrimes. In 2003, Nigeria’s Economic and Financial Crimes Commission
(EFCC) arrested Maurice Ibekwe, a member of Nigeria’s House of Representatives

for his alleged engagement in cybercrime-related activities [22].

7. Cybersecurity: A Panacea to the Negative Impact of
Cybercrime

Cybersecurity is the practice of protecting internet-connected systems such as
hardware, software and data from cyberthreats. It is used to protect against unau-
thorized access to data centers and other computerized systems. [24] this can pro-
vide a strong security posture against malicious attacks designed to access, alter,
delete, destroy or extort an organization’s or user’s systems and sensitive data. It
has the following benefits:

(1) Protection against cyberattacks and data breaches.

(2) Protection of data and network.

(3) Prevention of unauthorized user access.

(4) Improved recovery time after a breach.

(5) Protection for end users and endpoint devices.

(6) Regulatory compliance.

(7) Business continuity.

(8) Improved confidence in company’s reputation and trust.

8. Cybersecurity Measures

According to [25] the following are the cybersecurity measures:
(1) Maintain an accurate inventory of control system devices and eliminate any

exposure of this equipment to external networks.
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(2) Implement network segmentation and apply firewalls.

(3) Use secure remote access methods.

(4) Establish role-based access controls and implement system logging.

(5) Use only strong passwords, change default passwords, and consider other
access controls.

(6) Maintain awareness of vulnerabilities and implement necessary patches and
updates.

(7) Develop and enforce policies on mobile devices.

(8) Implement an employee cybersecurity training program.

(9) Involve executives in cybersecurity.

(10) Implement measures for detecting compromises and develop a Cyberse-

curity Incident Response Plan.

9. Cybersecurity Tools

Cybersecurity tools help you monitor and fix potential security concerns [26].
These tools are aiding companies and individuals in maintaining their online pri-
vacy and security. They continuously monitor computer systems or networks and
warn the user of potential risks the moment it detects it.

Below are the types of cybersecurity tools [27]

(1) Network security monitoring tools—used to identify external network threats
by detecting and preventing attacks that originate from organization’s intranet.

(2) Security compliance tools—scans the network and processes to detect non-
compliant activities and security failures and notifies system administrators to
take corrective actions.

(3) Web vulnerability scanning tools—continuously monitor potential risks of
web applications to reveal security flaws and vulnerabilities.

(4) Network defense wireless tool—protects data while maintaining network’s
usability and integrity.

(5) Encryption tools—decode and encode streams of data that are at rest or in
transit, making them safe and unreadable by unauthorized individuals.

(6) Firewalls—prevents unauthorized users from accessing the intranet.

(7) Packet sniffers—helps to discover apps that gather data for security analysis

(8) Antivirus system—helps to monitor, block and remove viruses as well as
other malware from the system.

Other tools are: Managed detection and response services, Public key infra-
structure services and Penetration testing.

The following are the top 16 cybersecurity tools [27]: Sprinto, Kali Linux, Cain
and Abel, Metasploit, John the Ripper, Wireshark, Nikto, Topdump, KisMAC,
NetStumbler, Splunk, Forcepoint, Aircrack-ng, Nexpose, Nessus Professional,
and N Map.

10. Fight Against Cybercrimes in Nigeria

In 2015, the Nigerian government signed into law the cybercrimes (Prohibition,
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Prevention, Etc) Act, 2015 as an effective, unified, and comprehensive legal, reg-
ulatory, and institutional framework for the prohibition, prevention, detection,
prosecution, and punishment of cybercrimes in Nigeria. According to the Act’s
explanatory Memorandum, the instrument was also enacted to ensure the protec-
tion of critical national information infrastructure and promote cyber security,
the protection of computer systems and networks, electronic communications,
data, computer programs, intellectual property, and privacy rights.

Below are laws and acts enacted to fight against cybercrime in Nigeria

(1) The 1999 Constitution of the Federal Republic of Nigeria (as amended)
(“CFRN”).

(2) The cybercrimes (Prohibition and Prevention, Etc.) Amendment Act,
2024.

(3) Nigeria Data Protection Act, 2023 (“NDPA”).

(4) Nigeria Data Protection Regulation, 2019 (“NDPR”).

(5) Nigeria Data Protection Regulation Implementation Framework, 2020.

(6) The Advance Fee Fraud and other Related Offences Act, 2006 (“AFE”).

(7) Terrorism (Prevention and Prohibition) Act, 2022.

(8) The Economic and Financial Crimes Commission (Establishment, etc.) Act,
2004.

(9) The Money Laundering (Prevention and Prohibition) Act, 2022.

(10) Nigerian Communications Communication Act, 2003.

(11) The NCC Guidelines for the Provision of Internet Service.

(12) Nigeria Bar Association Cybersecurity Guideline, 2024.

(13) Designation and Protection of Critical National Information Infrastruc-
ture Order, 2024.

(14) Risk-Based Cybersecurity Framework and Guidelines for Other Financial
Institutions, 2022.

The following are some of the penalties for committing cybercrime in Nigeria.

Hacking (i.e. unauthorised access): Section 6 of the cybercrimes (Prohibition
and Prevention etc.) (Amendment) Act 2024 (the “Cybercrimes Act”) makes it an
offence for any person, without authorisation, to intentionally access a computer
system in whole or in part, for fraudulent purpose in order to obtain data vital to
natjonal security. The maximum penalty for this offence in Nigeria is imprison-
ment for a term of not more than five years, a fine of not more than &5 million,
or both such fine and imprisonment.

Denial-of-service attacks: Section 8 of the Cybercrimes Act makes it an offence
for any person without lawful authority, intentionally or for fraudulent purposes
to carry out an act that causes directly or indirectly, the serious hindering of the
functioning of a computer system by inputting, transmitting, damaging, deleting,
deteriorating, altering or suppressing computer data or any other form of inter-
ference with the computer system, which prevents the computer system or any
part thereof, from functioning in accordance with its intended purpose. The max-

imum penalty for such offence is imprisonment for a term of not more than two

DOI: 10.4236/0alib.1113218

8 Open Access Library Journal


https://doi.org/10.4236/oalib.1113218

J.0. Ugah et al.

years, a fine of not more than N5 million, or both such fine and imprisonment.

Phishing: Under Section 32 of the Cybercrimes Act, it is an offence for any-
one to attempt to obtain sensitive information such as usernames, passwords,
or credit card details by masquerading as a trustworthy entity in electronic com-
munications. This includes using emails or instant messaging to impersonate,
and deceive users to change their password, or disclosing their identity with the
intent of later using this information to commit fraud. The maximum penalty for
this offence is imprisonment for a term of three years, a fine of ¥1 million, or
both.

11. Research Questions

This research is geared towards answering the following questions:

Q1. What could be the possible causes for increased cases of cybercrime in de-
veloping countries?

Q2. What are the possible negative impacts of cybercrime in developing coun-
tries?

Q3. What is the best way to stop cybercrime in developing countries?

12. Materials and Methods

The methods used for this research work are the use of questionnaire and inter-
views. Questionnaires were designed in line with the objectives and aim of the
study as appropriate. Open-ended questions were constructed in line with the per-
spective of the respondents and interview were used for data collection. Research-
ers developed questionnaire on the basis of literature and related researches. Sur-
veys were used to gather information from the respondents.

Study Scope: The study area comprises a random sampling of Civil Servants,
Senior Health Professionals who are Tech experts in Nigeria, as well as students
in some select tertiary institutions in the country of which 5.7% are people within
18 - 24 years, 38.6% were individuals in the age limit of 25 - 34years, 47.1% are in
the range of 35 - 44 years and 8.6% fell between 45 - 54 years. This age distribution
covers the individuals that are still active in service and may be affected by cyber-

crimes due to their day-to-day relationships.

13. Study Population

Google form was used to prepare the questionnaire. This was distributed to nu-
merous WhatsApp platforms. At the end of the day, seventy (70) respondents
filled and submitted their responses.

Justification for Sample Size:

The sample size is limited to the scope of the study. A sample size of 70 re-
spondents was used based on a balance between achieving sufficient statistical
power to detect meaningful effects while managing practical constraints like time,
cost, and accessibility of the target population. This sample size allows for reliable

analysis without becoming overly burdensome to collect data.
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Study Design:
Stratified Random Sampling was used: The population was divided into sub-
groups (strata) based on their age distributions, then a random sample was drawn

from each stratum.

14. Data Collection Methods

Data for this study were collected through both primary and secondary sources.
Materials from various books, web pages, and journals were reviewed, survey were
conducted using questionnaire distributed via Google Forms and through inter-
views. The use of questionnaire ensures confirmation and completeness of data as
well as increase confidence in the credibility of our findings. Stratified random sam-
pling was employed to ensure a representative and comprehensive understanding
of the research topic. The researchers collected the data from the respondents
through Google form link which was shared via social media channels and groups
or forums and direct from the interview after the distribution of questionnaires

was done after the collection of data.

15. Data Analysis

To analyze the data collected from the respondents, statistical tools as pie-chart,
histogram and percentage were used by the researchers. Descriptive Statistics
was used to summarize the data using measures like percentage, histogram, and
piechart.

16. Results

Surveys were used to gather information from 70 resident citizens of a developing
country of which 5.7% are people within 18 - 24years, 38.6% were individuals in
the age limit of 25 - 34years, 47.1% are in the range of 35 - 44years and 8.6% fell

between 45 - 54 years as shown in Figure 1.

How old are you?

70 responses

® 18-24 years

@ 25-34 years

35-44 years

‘ @ 45-54 years
@ 55-64 years

@ 65 years and above

38.6%

Figure 1. Age distribution of respondents.

The constituents of this sample size include individuals from different realms

of life who are either employed, not gainfully employed or students as illustrated
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in Figure 2 who were limited to one response. Their gender were 58.6% male and
41.4% female.

Are you employed?
70 responses

® No
@® Yes
@ Student

Figure 2. Economic status of respondents.

The questionnaire is in three major sections of Bio Data, Exposition and Com-
pliance. The survey respondents were small but informative and accurate because
the instrument was reviewed before.

The impacts of cybercrime are on the rise as 40% of the respondents admitted
to have experienced hijacking of their social media accounts or probably emails.

This is illustrated in Figure 3.

Has someone hijacked any of your social media or email account before?

70 responses
® Yes
60% ® Never
O Always

40%

Figure 3. Incidence report from respondents.

Five-point rating scale was used to record, score of all positive statements which
ranged from 5-1 for different response categories. Strongly agree (SA), Agree (A),
Neutral (N), Disagree (DA) and Strongly Disagree (SDA). The data was analyzed
in terms of percentage.

Some sample questions were taken from the questionnaire and analyzed. Ta-
ble 1 examined the prevalent forms of cybercrime threats as rated by the re-

spondents.
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Table 1. Prevalent cyberthreats ratings.

Response Level of agreement
Forms of cyberthreats SA A N DA SDA
N 28 30 12
Phishing
% 40 42.9 17.1
N 27 15 26 1 1
Ransomware
% 38.6 21.4 37.1 1.4 1.4
N 22 41 7
Software piracy
% 314 586 10
N 27 25 18
Malware
% 38.6 35.7 25.7
N 26 39 4 1
Cyberbullying
% 37.1 55.7 5.7 1.4
c " N 34 17 16 2 1
rypto jackin,
P & % 48.6 24.3 22.9 2.9 1.4
N 24 37 8 1
Credit card fraud
% 34.3 52.9 11.4 1.4

The respondents were exhaustive in the possible causes of increased cases of
cybercrime in developing countries. It could be seen that poor implementation of
cybersecurity laws, poor cybersecurity awareness, poverty and peer pressure were

top on the list as shown in Figure 4.

What could be the passible causes for increased cases of Cybercrime in developing countries?

I Agree I Sirongly Agree Meviral N Disagree [ Stengly Disagree

INERNRNE

Poverty Peer Pressire Foor implementation of Unsscured nieme: Poor Cybersecurty Negligibie cybersecurity Unlicensedpirated
cybersecurty laws connectvity awareness budget software

Figure 4. Causes of cybercrimes in developing.

The negative effects of cybercrimes were also listed out for respondents to aser-
tain their levels of impacts. Identity theft, emotional distress, economic loss and
loss of sensitive personal data were seen as the most negative impacts of cyber-
crimes as over 40 respondents from our sample population strongly concuured to
the facts through their responses. Loss of life and reputational damage were con-
sidered as secondary negative effects as their impacts could not be compared at
the same level as the afformentioned four negative impacts. Political instability
had the most undecided votes as few wondered how cybercrimes could cause such

a damage, nevertheless, 23 respondents strongly agreed that it is a negative effect
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of cybercrimes. A more elaborate analysis is shown in Figure 5 below.

What are the possible negative impacts of cyber crime in developing countries?

M .
n |
! Economic Le:

Figure 5. Negative impacts of cybercrimes in developing countries.

Srongly Agree I Meutdd I Dk agze [ Stongly Disagres

pongly Ages Nestrd [ D
5 Emetianal distres Inentiy thef | Loss of i Papustondamaoe  Loss of Sancive Fernal

5 bioral distriss Pofical instabity

Compliance initiatives to cybersecurity measures was probed by this survey as
well and Table 2 shows the summary of the findings rated in percentage.

The idea of having strong passwords with at least 12 variety of different breeds
of characters is a very good policy. From the responses, it was seen that 47.1%
complied fully whereas 41.4% were partial compliant and 11.4% were strictly non-
compliant. In the compliance section of the survey, it was discovered that most
individuals use same passwords for eternity without bothering to change it, only
14.3% of our sample size agreed that they regularly change their passwords at least
every 90 days.

The use of Two-Factor Authentication (2FA) and Anti-Virus and Anti-Mal-
ware Software recorded a tremendous positive response in their usage as 71.4%
and 67.1 respectively responded in affirmation to its usage, also there was 15.7%
and 28.7% occasional compliance respectively leaving 12.9% and 3% as non-com-
pliant individuals.

Encryption which is the Conversion of data into a code to prevent unauthorized
access, using algorithms like AES (Advanced Encryption Standard) and RSA (Pri-
mary method of encrypting Data in Motion) is a secure way of transferring docu-
ments amongst users. From our survey, 22.9% did this always while 30% carried
it out occasionally. A whopping 47.1% has never used such an important mecha-
nism.

The Identification and remediation of vulnerabilities in software and systems
appeared to be to be the Achilles heel of most respondents as 52.9% were disillu-
sioned by it and only 21.4% carried it out sparingly. This left a paltry 25.7 respond-
ents to be full compliant to this.

Regularly backing up critical data and having a plan in place to recover data in
case of aloss is a standard that needs to be complied to. 67.1% responded in affir-
mation to the regular backup of data and 31.4% agreed that they do carry it out
occasionally as only 1.4% never complied with such.

Protecting endpoints like laptops and smartphones with software and hardware
controls is a very important measure but the feedback gotten showed that 34.3%
do not have such mechanisms in place while 27.1% did such, occasionally? Only

38.6% considered such a measure important and ensured full compliance.
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Table 2. Cybersecurity compliance measures.

Responses in percentage (%)

Cybesecurity measures
Affirmation Occasionally  Never
Strong Password Policies (Minimum 12-
. 47.1 41.4 11.4
character requirement)
Strong Password Policies (Periodic
14.3 41.4 44.3
90days Change)
Encryption 22.9 30 47.1
Two-Factor Authentication (2FA) 71.4 15.7 12.9
Anti-Virus and Anti-Malware Software 67.1 28.6 3
Vulnerability Management 25.7 214 52.9
Secure Backup 67.1 314 14
Secure Endpoint Protection 38.6 27.1 34.3

It was also discovered that Incidence Response and Monitoring is actually a rare
measure complied with by respondents. In cases of Cyber-attacks, only 27.1% of
respondents had plans in place to respond, 51.4% had no plans at all and thus
vulnerable. Only 21.4% had such mechanisms occasionally which is as good as not
having it all because such attacks can happy at any time. Figure 6 summarized the

responses.

Monitoring and Incident Response: Continuously monitoring for security breaches and having a plan
in place to respond to incidents. Question: Do y...nt response mechanism in your computer or devices?

70 responses

@ Yes
@ Occasionally
@ Never

Figure 6. Incidence response plan from respondents.

Employee Education and Awareness: Educating employees on cybersecurity best practices and the

importance of security. Question: Have you ever re...ity awareness education or training in your office?
70 responses

® ves
@ Occasionally
® Never

Figure 7. Cybersecurity awareness and orientation response from respondents.
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The survey also explored the level of awareness and education gotten by indi-
viduals in their various places of work and businesses. 48.6% stated that they have
never been enlightened on the various threats that exist in the cyber space and the
measures to adopt to stay ahead of the attacks. Only 35.7% were in agreement that
they have been educated about it while 15.7% stated that it only happened occa-
sionally. This highlights that so much has to be done in cybercrime fight in devel-
oping countries. This is illustrated in Figure 7.

There was no good news as regards the continuous security assessment im-
provement which enables individuals to assess and stay ahead of threats. The re-
sponses left a lot to be desired of as shown in Figure 8. Half (50%) of the respond-

ents does not have such measure in place.

Continuous Security Assessment and Improvement (CSAI): Regularly assessing and improving
security measures to stay ahead of threats. Question: Do you use CSAI in your computer or devices?

70 responses

® Yes
® Occasionally
Never

18.6%

Figure 8. Continuous security assessment and improvement (CSAI) response from re-
spondents.

Finally, it was discovered that there is no holistic hatred for cybercrime offend-
ers and criminals as most respondents still had a soft spot for the crime and had

no interest to fight against it as shown in Figure 9.

In all honesty, if given the opportunity to contribute your quota to cybercrime, which side do you
fight for?

70 respeonses

® Offenders
® Law enforcement agencies
MNeutral

Figure 9. Response towards cybercrime offenders.

17. Discussion of Results and Findings

Cybercrime has been on a geometric rise in recent times in developing countries.
This development has grown over the years unabated. The causes range from pov-

erty to peer pressure, poor implementation of cybersecurity laws to lack of cyber-
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security awareness, unlicensed and pirated software, to unsecured internet con-
nectivity. According to [26], cybercrimes are committed in different forms. they
include unauthorized access and hacking, web hijacking, pornography, child por-
nography, cyber stalking, denial of service attack, virus attacks, software piracy,
salami attacks, phishing, sale of illegal articles, online gambling, email spoofing,
cyber defamation, forgery, data diddling, etc. [28] categorized cybercrime thus:

(1) Crime against Individuals (a) Harassment via electronic mails (b) Dissemi-
nation of obscene material (c) Cyber-stalking (d) Defamation (e) Indecent expo-
sure (f) Cheating (g)Unauthorized control/access over computer system (h) Email
spoofing (i) Fraud.

(2) Crime against Individual Property (a) Computer vandalism (b) Transmit-
ting virus (c) Unauthorized access/control over computer system (d) Intellectual
Property crimes €Internet thefts.

(3) Crime against Organization (a)Unauthorized access/control over computer
system (b)Cyber-terrorism against the government organization (c)Possession of
unauthorized information (d)Distribution of Pirate software.

(4) Crime against Society (a) Child pornography (b) Indecent exposure of pol-
luting the youth financial crimes (c) Sale of illegal articles (d) Trafficking (e) For-
gery (f) Online gambling.

[29]-[31], and [32] state that the psychological effects of cybercrime are social
withdrawal/anxiety, depression, PTSD, obsessive behaviors, loss of confidence, re-
duction in self-esteem, headaches, abdominal pain/stomach problems, eating dis-
order, sleep disorder, not feeling safe, self-harm, suicide tendencies, feeling help-
less, panic attack, mistrust of others. [33] listed the following as critical negative
repercussions cybercrime can inflict on businesses: Disruption of service or oper-
ations, financial repercussions, stolen or infringed intellectual property, forced
changes in business practices, and reputational damage. [34] stated that while
some cybercrime prevention strategies remain steadfast in warding off attackers,
there is also been a new wave of modern technologies to help support these initi-
atives. These initiatives are advanced cybersecurity systems (like firewalls, antivi-
rus software, and intrusion detection systems). Multifactor authentication, virtual
private networks, email security solutions, password managers, security aware-
ness training, data backup and recovery, and AI and ML cybercrime protection.

This research work was able to:

(1) Carry out an empirical analysis on the impact and panacea of cybercrime in
developing countries.

(2) Deduce the major trending causes of cybercrime in developing counties and
represent these causes using statistical tools.

(3) Deduce the major negative effects of cybercrimes on individuals, organiza-
tions, and states in developing countries.

(4) Make suggestions on the compliance of internet users in developing coun-
tries to cybersecurity standards.

Based on our findings from the empirical analysis, the following were agreed
upon by the respondents as the major forms of cybercrimes in developing coun-
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tries. They are Phishing, ransomware, software piracy, malware, cyberbullying,
crypto jacking and credit card fraud.

Identity theft, emotional distress, economic loss and loss of sensitive personal
data were seen from the responses of our respondents as the most negative impacts
of cybercrimes. Loss of life, reputational damage and political instability were con-
sidered as secondary negative effects as their impacts could not be compared at
the same level as the afformentioned four negative impacts.

Also, the following were agreed as the best measures to curb cybercrime in de-
veloping countries. These are strong password policy, encryption, two-factor au-
thentication, anti-virus, anti-malware, vulnerability management, secure backup,

and secure endpoint protection.

18. Conclusions

Developing countries have become a harbinger of cybercrimes and this develop-
ment has grown over the years unabated. The causes of this growing menace
which ranges from poverty to peer pressure, poor implementation of cybersecu-
rity laws to lack of cybersecurity awareness, unlicensed and pirated software, to
unsecured internet connectivity.

The growth of the internet has made imperative to curb this malaise. Judging
from the analysis done on the compliance of users to some cybersecurity stand-
ards, it was discovered that users are not well educated on the dangers posed by
using the internet and the various cybersecurity measures to adopt. Surprisingly,
there was no holistic push towards joining the cybersecurity crusade to protect the
internet space.

Hence, it could be seen that there are apologetics and enthusiasts on the pro-
ceeds of the negative effects of cybercrime thus making cybersecurity awareness a
necessary panacea to be prioritized amongst others.

The internet is a fertile ground and lucrative space for all and sundry but the
emergence of cybercrime is an enemy to its growth. The negative effects are enor-
mous and thus causes ripple effects economically, politically, emotional and oth-
erwise to individuals, organizations, governments and corporations in developing
countries. This study is a clarion call for all especially Information Technology
professionals to rise up to the occasion and nip the growth of this cancer worm at
the bud through intensive and iterative cybersecurity awareness as well as imple-
mentation.

This study was a very significant Investigation as it contributed to knowledge
in the following ways:

(1) Portrayed the extent this ugly malaise of cybercrime has eaten deep into the
fabrics of developing countries.

(2) Discovery of a new level of digital divide which was as a result of non-com-
pliance to cybersecurity ethics and standards.

(3) Establishment of the fact that software piracy is now a major cyber threat

than most persons think.
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It also reiterated the urgent need for cybersecurity awareness as the major key

to effect compliance among individuals and professionals alike that have em-

braced the internet.
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